Sposoby zistenia ID KEP

ID KEP (kvalifikovany elektronicky podpis) je mozné zistit pomocou napr. ovladacieho panela,

prostredictvom prehliadaca Internet Expolrer, Google Chrome alebo Mozilla Firefox. Popstup zistenia

ID KEP je popisany v uvedenych kapitolach:
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Mozilla Firefox (vezria 54.0)
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Microsoft EDGE

Ovladaci panel (Windows 7 Profesional)

1) Zvolte Start/Ovladdaci panel/Siet a Internet/Moznosti siete Internet (Start/Control
panel/Network and Internet/Internet Options).
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E‘E » Control Panel » v| 4 | | Search Control Panel
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Adjust your computer's settings View by: Category ~

e System and Security User Accounts
\, Review your computer's status Cel Change account type
Back up your computer
Find and fix problems
% |Network and Internet |
g‘ View network status and tasks

Choose homegroup and sharing options

Appearance and Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region

7 Hardware and Sound
9 Change keyboards or other input methods

ﬂ View devices and printers
Add a device

Connect to a projector

Ease of Access
Let Windows suggest settings
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Adjust commonly used mobility settings Optimize visual display

“_ Programs

h | Uninstall a program
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Get programs
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'|t_- » Control Panel » Network and Internet »

v| g | | Search Control Panel
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Control Panel Home

System and Security
L] INetwork and Internet I

Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

i

Network and Sharing Center

View network status and tasks | Connect to a network | View network computers and devices

Add a wireless device to the network

Q% HomeGro

up

Choose homegroup and sharing options

£ | Internet Options |

= Change your

homepage | Manage browser add-ons | Delete browsing history and cookies

2) V zobrazenom modalnom okne sa presunte na zalozku Obsah (Content) a zvolte volbu
Certifikaty (Certificates).

= Internet Properties

|||

|am||5mm|ﬁmlcnntEM|cmmcum|mnrm]mm|

Certificates

Use certificates for encrypted connections and identification.

Clear S5L state

AutoComplete

for you.
Feeds and Web Slices

Certificates || Publishers |

AutoComplate stores previous entries
1 on webpages and suggests matches

E Feeds and Web Slices provide

Cy| updated content from websites that
can be read in Internet Explorer and
other programs.

Settings.

Cancel Apply




3) Zobrazi sa nové modalne okno. Overte, ¢i mate zvolenu volbu Vsetky (All) v Uvode obrazovky
pre Planovany ucel (Intended purpose). Zo zadlozky Osobné (Personal) vyberte vyberte
certifikat, pre ktory chcete zistit ID KEP. Detail certifikatu otvorte napr. dvojklikom. Zobrazi sa
dalsie moddalne okno.

rii, Certificates . _‘ T -

Intended purpose: vl
her People | Intermediate Certification Authorities | Trusted Root Certification ¢ | *

Issued To Issued By Expirati... Friendly Name
B 10. 7. 2... key
]
|

Import... || Export... || Remove Advanced

Certificate intended purposes

<All=
Learn more about certificates Close

4) Presunte sa na zalozku Podrobnosti (Details). Overte, Ci je oznacena volba Vsetky (All) pre
pole Zobrazit (Show). V zobrazenom zozname oznacte polozku Drzitel (Subject). V spodnej
Casti modalneho okna sa pre oznacenu polozku zobrazi blizsi popis. PoZzadovany udaj je
oznaceny ako SERIALNUMBER. Obyc¢ajne zacina znakmi ,,PNOSK"“.



Show |<All> v
Field Value -
[ Iversion v3
[ Serial number 16 73 0d 99 00 00 00 00 ... =

[_Isignature algorithm sha256RSA
[_ISignature hash algorithm sha256

[ 1ssuer ——

[Ivalid from 10. jila 2012 7:29:48

[ valid to 10. jila 2017 7:39:48

[ Subject e -

" 2

o - I
C=5K
=

RIALNUMBER = PNOSK 7

Edit Properties... Copy to File... ]
Learn more about certificate details
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Internet Explorer (IE 11)
1) Po otvoreni prehliadaca zvolte Néstroje/MozZnosti siete internet (Tools/Internet options)
v pravom hornom rohu obrazovky.
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Print
— File
Zoom
Safety

Add site to Start menu
View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

About Internet Explorer

2) Po otvoreni modalneho okna sa presurite na zalozku Obsah (Content) a zvolte volbu
Certifikaty (Certificates).



| General | Security | Privacy |C0ﬂt9ﬂt Connections | Programs | hduanced|

Certificates |

| Clear SSL state | Certificates | Publishers |

Use certificates for encrypted connections and identification.

AutoComplete |
== AutoComplete stores previous entries | Settings |
fi on webpages and suggests matches "
for you.
Feeds and Web Slices ]
E Feeds and Web Slices provide | Settings |
N updated content from websites that
L .
can be read in Internet Explorer and I

other programs.

3) Zobrazi sa nové modalne okno. Overte, ¢i mate zvolenu volbu Vsetky (All) v ivode obrazovky
pre Planovany ucel (Intended purpose). Zo zalozky Osobné (Personal) vyberte vyberte
certifikat, pre ktory chcete zistit ID KEP. Detail certifikatu otvorte napr. dvojklikom. Zobrazi



sa dalsie modalne okno.

#

Certificates %

Intended purpose: |]<..MI> - ]

Personal | other People | Intermediate Certification Authorities | Trusted Root Certification 4 | * |

Issued To Issued By Expirati... Friendly Name

Import... H Export... H Remove

Certificate intended purposes
<All>

Learn more about certificates Close

4) Presunte na zalozku Podrobnosti (Details). ). Overte, Ci je oznacena volba Vsetky (All) pre
pole Zobrazit (Show). V zobrazenom zozname oznacte polozku Drzitel (Subject). V spodne;j
¢asti moddlneho okna sa pre oznacenu polozku zobrazi blizsi popis. PoZzadovany udaj je



oznaceny ako SERIALNUMBER. Obycajne zacina znakmi ,,PNOSK*“.
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Certificate 1 28 |
| General| Details | certification Path
Show |<all> v]
Field Value &
1l|.|"\=_-r5i::rn V3
SEn'al number 16 73 0d 99 00 00 00 00 ...
|| signature algorithm sha2S6RSA
|| Signature hash algorithm sha256
[ Issuer |
[~ valid from 10. jila 2012 7:29:48
[ Ivalid to 10. jila 2017 7:39:48
Suhject | N sk, o... o
E
C=5K
[SERIALHUMBER = pnosK 7
Edit Properties... | | CopytoFile... |
Learn more about certificate details




Mozilla Firefox (vezria 54.0)

1) Po otvoreni prehliada¢a zvolte Menu ( ~ ) v pravom hornom rohu obrazovky . Ndsledne

zvolte Moznosti (Tools).
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2) V zobrazenej stranke v lavom menu zvolte Spresnenie (Advanced). V obrazovke Spresnenie
(Advanced) zvolte v hornom menu Certifikaty (Certificates). V zobrazenej zalozke zvolte
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Zobrazit certifikaty (View certificates).



Pokial strinka pofaduje mdj osobny certifikat

vybrat automaticky

o v Spresnenie
Q, W .
: Vaeobecne Odosielanie udapow Siet” Aktualizane Certifikaty
E I
A Ziadosti
(= =} 1
& e

@ Vidy sa opytat

o

»  Aktudlnu platnost’ certifikdtov overovat’ na serveroch OCSP

(e~

Fobrazit' certifikdty Lariadenia

3) Zobrazi sa moddlne okno s nazvom Spravca certifikatov (Certificate Manager).

Spravca certifilcitov

Vase certifikaty Ludia Servery Autority Iné

Méte certifikaty od tychto organizacii, ktoré vas identifikuj:

a3

Nézov certifikdtu Bezpecnostné zariadenie Sériové Cislo Platnost vypri

I

Softvérové bezp. zanadenie 16:73:0D:99:00:00:00:00:00:9E 10. jala 2017

Zalohovat... Zélohovat vietky... Importovat.... Odstranit...

OK

4) Oznacte pozadovany certifikat na zalozke Vase certifiktaty (Your Certificates) a zvolte
Zobrazit (View). Otvori sa modalne okno s ndzvom Zobrazenie certifikatu: ,xxx“ (Certificate
Viewer...)

V danom modalnom okne sa presurite na zalozku Podrobnosti (Details). V ¢asti Polia
certifikatu (Certificates Fields) vyberte pole Subjekt. V ¢asti Hodnota pola sa vam zobrazi
Identifikator objektu. Obycajne zac¢ina znakmi ,,PNOSK“



\seobecné| Podrobnosti |

Hierarchia certifikdtu

Polia certifikatu

Algoritmus podpisu certifikatu
Viydavatel
aPlatnost’
Meplatny pred
Meplatny po
l fsubjext
_ quorma'h:ie o vergjnom kIGgi subjektu
Algoritmus vergjného klGEa subjektu

Hodnota pola

Frajina (C) = 8K
Identifikdtor objektu (2 5 4 5
Tdentifikator objektu (2 5 4 5
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Google Chrome (verzia 58.0.3029.110)
1) V prehliadadi v jeho pravej hornej ¢asti zvolte Prispbsobit a ovladat prehliada¢ Google

Chrome ( Customize and Control Google Chrome)  a nasledne volbu Nastavenia (Settings).

Zobrazi sa vam obrazovka Nastavenia (Settings).
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g H
MNew tab Ctrl+T
New window Ctri+M
New incognito window Ctrl+Shift+MN
History >
Downloads Ctrl+]
Bookmarks >
Zoom 100% + o
Print... Ctrl+P
Cast...
Find... Ctri+F
More tools b
Edit Copy Paste
Settings
Help 4
Exit Ctrl+Shift+Q

2) V spodnej ¢asti obrazovky zvolte volbu Zobrazit rozsirené nastavenia (Show advanced

setting) ak priamo nemate spristupnend sekciu HTTPS/SSL.



£t Settings x

<« (& ‘ ® Chrome | chrome://settings Y

Chrome Settings ||Search settings |

SHensions (¥ Enable Guest browsing

I Settings .
|#f| Let anyone add a persan to Chrome

| Add person... Edit.. Remove... | Import bookmarks and settings...

About

Default browser

| Make Google Chrome the default browser | If

Google Chrome is not currently your default browser.

Show advanced settings... |

3) Zobrazia sa dalSie sekcie. Presurite sa nisie na HTTPS/SSL zvolte tladidlo Spravovat certifikaty
(Manage certificates).

HTTP5/55L

Manage certificates...

Google Cloud Print

Set up or manage printers in Google Cloud Print. Learn more
| Manage |
[] Show notifications when new printers are detected on the network

4) V zobrazenom modélnom okne a zozname certifikatov vyberte ten, pre ktory chcete zistit ID
KEP a napr. dvojklikom otvorte zaznam. Overte, ¢i mate zvolent volbu Vsetky (All) v ivode
obrazovky pre Planovany ucel (Intended purpose).




5)

#

Certificates %

Intended purpose: |]<AII> v]

personal | other People | intermediate Certification Authorities | Trusted Root Certification * | *

Issued To Issued By Expirati... Friendly Name

Import... H Export... H Remove

Certificate intended purposes
<All=

Learn more about certificates

Close

Zobrazi sa nové modalne okno. Presurite na zaloZku Podrobnosti (Details). Overte, Ci je
oznacenad volba Vsetky (All) pre pole Zobrazit (Show). V zobrazenom zozname oznacte
polozku Drzitel (Subject). V spodnej ¢asti modalneho okna sa pre oznacenu polozku zobrazi

bliZ$i popis. PoZadovany Udaj je oznaceny ako SERIALNUMBER. Obyc¢ajne zacina znakmi
»PNOSK"



i — — —— — 1
Certificate | 2%

General || Details | Certification Path

Shows lmm- -
Field Value 5
| version V3
Bserial number 16 73 0d 99 00 00 00 00 ... =
| signature algorithm sha256RSA
| signature hash algorithm sha256
| Issuer ]
| valid from 10. jila 2012 7:29:48
D'U'alid to 10. jula 2017 7:39:48
[T Subject IS s ... i
on = I
C=5K
SERIALNUMBER = PNOSK 7

| Edit Properties... | | Copyto File.. |

Learn more about certificate details

Microsoft EDGE
Odporucame zobrazit si certifikat napr. prostrednictvom Ovladacieho panela, pripadne prehliadaca
IE.



